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Abstract

Tolerating the value failures of sensors is an impor-
tant problem in automated control processes and
plants. In this paper, we address this problem in
a theoretical framework in order to demonstrate
the feasibility of an automatic method based on
discrete controller synthesis. We consider a fault-
intolerant program whose job is to control an au-
tomated process, here a liquid tank equipped with
level sensors that can be subject to value faults.
This fault-intolerant program is modeled as a finite
labeled transition system. We then specify formally
a fault hypothesis, i.e., how many sensors can fail
simultaneously. We use discrete controller synthesis
to obtain automatically a program, having the same
behavior as the initial fault-intolerant one, and sat-
isfying the fault tolerance requirements under the
fault hypothesis. We advocate that, thanks to the
use of discrete controller synthesis, our method of-
fers flexibility, reliability, separation of concern, and
it is automatic.
Keywords. Sensors with value failures, discrete
controller synthesis, automatic fault tolerance.

1 Introduction to discrete

controller synthesis

Discrete controller synthesis (DCS) was in-
vented by Ramadge and Wonham in the nineteen
eighties [19]. Its theoretical foundation is language
theory. The goal of DCS is, starting from two lan-
guages U and D, to obtain a third language C such
that:

U ∩ C ⊆ D (1)

The three languages U , D, and C represent re-
spectively the plant, the desired system, and the
controller. U∩C is called the controlled system.
Since the context is language theory, the alphabet I
of the plant U is to be understood as the set of
events that can occur, and the language U is the
set of all possible words made with the letters of I,
each understood as possible a behavior of the plant
(i.e., a sequence of events). Ramadge and Won-
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ham have implemented a tool suite for DCS, called
TCT.1

Since U and D are given and we want to find C
such that U ∩ C ⊆ D, in some sense the solution
could be written as C = D.U−1, provided that
we define the operators ’.’ and ’−1’ on languages.
Hence, DCS can be seen as an inversion problem.

The alphabet I of the language U is partitioned
into two subsets: the set IC of controllable events
and the set IU of uncontrollable events. The first
key point of DCS is that the controller can only act
on the controllable events of the plant. The second
key point is that the synthesized controller is the

most permissive one, meaning that the language
U ∩ C must be the greatest one included in D.

Note that DCS can fail for a given objective D.
This means that no language C exists acting only
on IC and such that U ∩ C ⊆ D.

Finally, it is classical to represent the pair
〈plant, controller〉 as a closed loop system, where
the controller observes the plant and modifies its
behavior through the controllable events. This is
illustrated by Figure 1.

controller C

plant U
uncontrollable inputs

controllable inputs
outputs

Figure 1: The closed loop system 〈U , C〉.

More recently, several research teams have ap-
plied and extended these language theory tech-
niques to labeled transition systems (LTS),
both in the area of computer science and automatic
discrete control. The algorithms used in DCS are
the same as those of model checking: mostly it is
state space exploration, reachability analysis, and
invariance analysis, be it enumerative or symbolic
with Binary Decision Diagrams (BDDs). In partic-
ular, this is the case of the Sigali 2 [18], tool that
we have used in the present article.

2 Motivation

In automated process control, fault-tolerance is a
crucial issue that must be addressed when design-
ing the system [1]. Moreover, value faults are an
important class of faults for this kind of systems.

1http://www.control.utoronto.ca/people/profs/wonham.
2http://www.irisa.fr/vertecs/Logiciels/sigali.html.
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We believe in the need of separation of concerns

between the functional specification and the fault
tolerance requirement. Hence, we would like to pro-
pose automatic methods to turn a fault-intolerant
program implementing the functional specification,
into a new program implementing the same func-
tional specification (i.e., preserving the semantics of
the initial program) and tolerant to the faults re-
quired by the user. There have been several meth-
ods proposed in the past, and we will study them
in Section 5.

In this article, we propose a DCS-based method
to transform automatically a fault-intolerant pro-
gram into a fault-tolerant one. It offers the follow-
ing advantages:

• The possibility to try several fault hypotheses
on the same specification.

• The possibility to evaluate several fault toler-
ance requirements.

• The guarantee of a certain fault tolerance level,
in the final program, by construction.

We start by introducing the formal model of la-
beled transition systems, how they are used in DCS,
and the general principles for automating the addi-
tion of fault tolerance with DCS: this is Section 3.
Then, we present in Section 4 our model of a liquid
tank equipped with several sensors that can be af-
fected by value failures; we present in details how
DCS can be used to produce automatically a con-
troller that will make the system tolerant to such
value failures. We end with a presentation of the re-
lated work in Section 5, and with some concluding
remarks in Section 6.

3 Formal models used in DCS
3.1 Labeled transition systems

A labeled transition system (LTS) is a tuple
S = 〈Q, q0, I,O, T 〉, where Q is a finite set of
states, q0 is the initial state of S, I is an input
alphabet (i.e., a finite set of input events produced
by the environment), O is an output alphabet (i.e.,
a finite set of output events emitted towards the en-
vironment), and T is the transition relation, that
is a subset of Q×Bool(I)×O∗ ×Q, where Bool(I)
is the set of boolean expressions of I.

Each transition has a label of the form g/a,
where g ∈ Bool(I) must be true for the transition
to be taken (g is the guard of the transition), and
where a ∈ O∗ is a conjunction of outputs that are
emitted when the transition is taken (a is the ac-

tion of the transition). State q is the source of

the transition (q, g, a, q′), and state q′ is the desti-

nation. A transition (q, g, a, q′) will be graphically

represented by q
g/a
−−→ q′.

An LTS is deterministic (resp. reactive) iff,
for each state q ∈ Q and for each valuation of the
inputs, there exists at most (resp. at least) one tran-
sition from q and whose guard is true for this inputs
valuation.

The composition operator of two LTSs put in par-
allel is Milner’s synchronous product, noted ||.
The synchronous product is commutative and as-
sociative. Formally:

〈Q1, q0,1, I1,O1, T1〉 || 〈Q2, q0,2, I2,O2, T2〉 =

〈Q1 ×Q2, (q0,1, q0,2), I1 ∪ I2,O1 ∪O2, T 〉

with T = {((q1, q2)
g1∧g2/a1∧a2

−−−−−−−−→ (q′1, q
′

2))

| q1
g1/a1

−−−→ q′1 ∈ T1, q2
g2/a2

−−−→ q′2 ∈ T2}.

Like all product operators for LTSs, the syn-
chronous product causes a combinatorial explosion,
since the number of states in S1||S2 is, at worst,
equal to the product of the number of states of S1

by S2. However, it limits this explosion, compared
to the asynchronous product, thanks to the putting
in common of successor states.

A path in the LTS 〈Q, q0, I,O, T 〉 is a sequence

of transitions q1
g1/a1

−−−→ q2
g2/a2

−−−→ q3 · · · qn
gn/an

−−−−→
qn+1. A state q of Q is reachable iff there exists a
path from the initial state q0 to q. A set of states E
is reachable iff all its states are reachable. A set
of states E is invariant iff any transition having as
source a state of E has its destination state in E.

We use the Mode Automata language to program
LTSs [17]. Without entering in the details, Mode
Automata are LTSs. Each state represents a dif-
ferent mode of operation of the program, specified
as data-flow equations relating the inputs and the
outputs of the program. Mode Automata use the
synchronous product operator to combine several
programs put in parallel. This allows the user to
program in a clean and modular way. The com-
piler associated to the Mode Automata language,
Matou, compiles an LTS into the Z/3Z format,
which is the input format of the Sigali tool for
DCS [18].

3.2 Discrete controller synthesis on

labeled transition systems

The plant U is specified as an LTS, more precisely
the result of the synchronous product of several
LTSs. The set I of inputs of U is partitioned
into two subsets: the set IC of controllable inputs
and the set IU of uncontrollable inputs. A tran-
sition is controllable iff there exists at least one
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valuation of the controllable inputs such that its
guard is false; otherwise it is uncontrollable.
D is the objective that the controlled system

must fulfill, typically to make invariant a subset

of U , or to keep unreachable a subset of U . In
model checking, it is well known that such objec-
tives can be equivalently expressed as predicates on
the states of U or as LTSs.

The controller C obtained with DCS achieves this
objective by restraining the transitions of U , that
is by cutting those that would jeopardize the objec-
tive D. C can only cut the controllable transitions.
To do this, it chooses a valuation of the controllable
inputs such that the guard of the transition is false.
It is the most permissive controller: if, in a given
state, it has the choice between two controllable
transitions that both satisfy D, then the controller
does not choose a priori between them, and thus
the resulting controlled system is non determinis-

tic. But of course, one transition can be chosen
arbitrarily at run time to make the controlled sys-
tem deterministic.

If DCS fails w.r.t. the objective D, since all the
state space is traversed during the synthesis (be it
exhaustively or symbolically), it means that it is
impossible to restrain the plant U only by cutting
controllable transitions. This can be solved by re-
laxing the control objective Dor by adding more
controllability to the plant U .

3.3 Automating the addition of

fault-tolerance with DCS

From the point of view of fault tolerance, it is nat-
ural to consider the fault events as uncontrollable
events. Thus, on one hand the plant U must rep-
resent all the possible behaviors, both the good
ones (where either no fault occurs, or those that
occur are masked) and the bad ones (where one
fault prevents the system from providing its nom-
inal service). On the other hand, the desired sys-
tem D must express the fact that a certain number
of faults must be tolerated. By synthesizing a con-
troller C guaranteeing that U ∩C satisfies the prop-

erties of D, we will obtain automatically a fault-
tolerant system.

Besides, the fault hypothesis will be modeled as
an LTS that will be composed in parallel with the
remaining of the plant specification. This approach
yields two advantages, first it is flexible since it
is possible to change the fault hypothesis without
modifying the remaining of the specification (sepa-
ration of concerns), and second it is formal thanks
to the usage of an LTS.

4 A liquid tank with sensors

DCS being limited to Booleans, it has been nec-
essary to restrict ourselves to sensors returning a
true/false value. We have therefore chosen to study
a liquid tank equipped with n level sensors,
subject to value failures, and with three reliable

valves. The purpose of this tank is to store some
liquid and to be used by somebody, for instance by
another process. Hence, the goal is to control the
valves in such a way that the tank be neither empty
nor over-flooding. Other control objectives can be
specified as well, as we will show in the sequel. Fig-
ure 2(c) illustrates our liquid tank.

We note C1, C2, . . . , Cn the sensors. Each can be
either wet or dry, which can indeed be represented
by a true/false value. The fault hypothesis is that
the n sensors have permanent value faults, and that
some of them can be faulty. Each sensor Ci can
therefore be modeled by the LTS of Figure 2(a):
Mi is the wet state, Si is the dry state, and ERRi

is the error state. The fact that faults are perma-
nent is modeled by the absence of transition from
the ERRi state to the Si or Mi states. Accord-
ing to the initial liquid level in the tank, the initial
state of the LTS is either Si or Mi. For instance, if
the initial level is anywhere between the sensors Ci

and Ci+1, then the initial states of the sensors will
be M1, . . . , Mi, Si+1, . . . Sn. Moreover, the LTS of
sensor Ci has a Boolean output, noted ci, equal to
false if the sensor is dry, and true if it is wet. For

instance, the transition Si
f̄imi/1
−−−−→ Mi models the

f̄im̄i/0 f̄is̄i/1

fi/vifi/vi

f̄imi/1

f̄isi/0

/vi

Si Mi

ERRi

...
ē1 · · · ēn−1en/fne1ē2 · · · ēn/f1

ē1 · · · ēn/

F1 Fn

B

C1

Cn

Li

Ln

L0

r

uv

Cn−1

C2

Ci

Ci+1

L1

Ln−1

...

.

..
.
..

...

(a) (b) (c)

Figure 2: (a) LTS of sensor Ci and (b) of the fault hypothesis; (c) Tank with n sensors and 3 valves.
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...
r̄(v ∨ u)

rv̄ū/m2rv̄ū/m1

r̄(v ∨ u)
∨rvu/s1 ∨rvu/s2

r̄v̄ū/

r(v̄u ∨ vū)/

r̄v̄ū/r̄v̄ū/

r(v̄u ∨ vū)/r(v̄u ∨ vū)/ r(v̄u ∨ vū)/

r̄v̄ū/

r̄(v ∨ u) ∨ rvu/

r̄(v ∨ u)
∨rvu/sn

r̄v̄ū/

r(v̄u ∨ vū)/

rv̄ū/

rv̄ū/mn

L0 L1 L2 Ln−1 Ln

Figure 3: LTS modeling the tank of Figure 2(c).

fact that the sensor Ci becomes wet and outputs
ci = 1. Finally, vi is an uncontrollable Boolean in-
put that models the fact that, when the sensor Ci is
faulty, its output can take any value. For instance,

the transition Si
fi/vi

−−−→ ERRi models the fact that
the sensor Ci becomes faulty and outputs ci = vi.

The fault hypothesis must state how many of the
n sensors can become faulty. Again, we formally
model this with a LTS. For instance, the LTS of
Figure 2(b) models the hypothesis that at most one
sensor can become faulty. This LTS has one “level”
of faulty states, named Fi, with the convention that
in Fi, only the sensor Ci is faulty. If two sensors
can become faulty, then it will have two levels of
faulty states, where the states in the first level will
represent the failure of one sensor, and the states
in the second level will represent the cumulative
failures of two sensors. Like in the previous section,
the events ei are uncontrollable while the events fi

are local. To avoid too complex drawings, the self-
transitions around the Fi states, which make the
LTS reactive, have been omitted in Figure 2(b).

When all the sensors are dry, the tank is empty:
this level is noted L0. In contrast, when all the
sensors are wet, the tank is over-flooding: this level
is noted Ln. In between, when sensors C1 to Ci

are wet and sensors Ci+1 to Cn are dry, the level is
noted Li. The levels L1, L2, ..., Ln−1 are therefore
abstractions, since actually the exact level of the
liquid in the tank can be anywhere between the
sensors Ci and Ci+1.

Furthermore, the tank is equipped with three
valves: one to fill the tank, noted r (controllable),
one to empty the tank, noted v (controllable), and
one for the user to tap liquid from the tank, noted u
(uncontrollable). The event r indicates that the fill-
ing valve is open, while the event r̄ indicates that is
closed (and similarly for the two other valves). For
the sake of simplicity, we assume that all the valves
have exactly the same flow per time unit.

The LTS that models the liquid tank is shown in
Figure 3. It has n + 1 states, one for each abstract
level of the liquid. Its inputs are the events r, v,
and u, while its outputs are the events mi and si,
1 ≤ i ≤ n, to trigger, in the LTSs of the sensors,
the state changes corresponding to the liquid level

change. If the flow per time units is not identi-
cal for each valve, then this LTS must be modified
accordingly.

Figure 4 shows an example of a complete system
made of a tank, n sensors, and the fault hypothesis.
In the present case, the LTS U of the plant is the
result of the synchronous product of the LTS of the
tank, the n LTSs of the sensors, and the LTS of the
fault hypothesis.

The goal of DCS is to control the valves in such
a way that the tank be neither empty nor over-
flooding. We are therefore looking for a controller
that will guarantee that the states L0 and Ln of the
LTS of Figure 3 are unreachable. This is formally
expressed by the following property:

¬(L0 ∨ Ln) (2)

Other synthesis objectives can be expressed as
well. For instance, if we want to guarantee that
the level will always remain between the sensors Ci

and Cj (with i < j), then the objective becomes:

Invariant({Li, . . . , Lj−1}) (3)

where the Invariant (X) predicate checks if the set
of states X is invariant.

Since the property (2) is on the state variables
of the tank (L0 and Ln), it means that the synthe-
sized controller interacts with the tank by observing
its state and by acting upon the controllable vari-
ables r and v, and not by observing the outputs
of the n sensors. This situation is illustrated in
Figure 5. So, on the one hand DCS guarantees by
construction that L0 and Ln are unreachable in the
controlled system (which is what we want), but on
the other the controller does not observe the out-
puts of the sensors, so it produces the events r and v
without taking into account the possible faults that
can affect the sensors (which is not what we want).

To solve this problem, we propose to add a syn-

chronous observer to the system, exactly like in
model checking [10] (and unlike Wong and Won-
ham’s observers that are causal reporter maps with
the observer property [22]): it is an LTS whose job
is to observe the outputs ci of the sensors, and to go
in state BAD as soon as these outputs correspond
to the empty tank (that is, when all the sensors are
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dry:
∧n

i=1 c̄i) or to the over-flooding tank (that is,
when all the sensors are wet:

∧n
i=1 ci). Thanks to

this observer, our DCS objective becomes simply:
¬BAD. This time, the controller acts upon the
inputs r and v according to the outputs of the sen-
sors, and thus according to their possible faults. Its
LTS is shown in Figure 6(a), and the new controlled
system is shown in Figure 6(b).

Once the new controller is obtained with DCS,
there remains to prove that the states L0 and Ln are
indeed unreachable in the controlled system, since
this property is not anymore guaranteed by the ob-
jective of the DCS (because the synthesis objective
is now on the BAD state and not anymore on the
Li states). Such a formal proof can be achieved
with a model checking tool, by checking the follow-
ing property on the controlled system U||C:

¬Reachable ({L0, Ln}) (4)

where the Reachable (X) predicate checks if the set
of states X is reachable.

We have programmed this liquid tank with
Matou and Sigali, in the particular case n = 4
(i.e., four sensors). Matou compiles an LTS into a
set of polynomial equations in Z/3Z, which is the
input format of Sigali (Z/3Z being the Galois field
with three elements, {−1, 0, 1}). Sigali is used
both for synthesizing the controller and for model
checking the resulting controlled system. The un-
controlled system U contains 813 states and the
controlled system 243, for a total of 47 state vari-
ables; Sigali allows us to isolate the polynomial
equation in Z/3Z that corresponds to the controller
alone C, and to transform it into a TDD (“Ternary
Decision Diagram”, ternary equivalent of BDDs);
in the present case, the size of ASCII representa-
tion of the obtained TDD is 5.9 MB.

We have been able to formally check with Sigali

that the empty and the over-flooding states (L1

and L4 respectively) are unreachable in the result-
ing controlled system U||C. This proves that the
controlled system is tolerant to one sensor’s value
fault. However, if we modify the fault hypothesis
to try to tolerate two sensor faults, then DCS fails;
this means that, in the case of value faults, two
faulty sensors among four make the system uncon-
trollable. In other words, our liquid tank equipped
with four sensors can tolerate exactly one value
fault. To the best of our knowledge, this was the
first time DCS was used to tolerate value faults.

The proposed method is quite general, and can
be adapted to other types of failures. For instance,
in previous work we have successfully used it to
tolerate processor failures in the context of a multi-
processor multi-task real time system [9], commu-
nication link failures in the context of a distributed
bus arbiter [7], and actuator failures in the context
of a double tank of liquid connected by pipes [21].
The common point shared by these four usages
of DCS (including the one presented in this pa-
per) is that the failures are modeled by uncon-
trollable events, and that DCS allows us, first to
prove that a given system does tolerate a specified
number of failures, and second to obtain automat-
ically a controller that, combined with the initial
fault-intolerant system, makes the resulting system
fault-tolerant.

5 Related work

To the best of our knowledge, although they do
not mention any software implementation, Cho and
Lim have been the first ones to develop the idea
of making a system fault tolerant thanks to DCS,
by considering faults as uncontrollable events [5].
Their results are based on the framework of super-
visory control of discrete event systems of Ramadge
and Wonham [19]. First, the set of events Σ is par-
titioned into Σ = Σc∪Σuc = Σn∪Σan, respectively

...
...

...
f̄nm̄n/0 f̄ns̄n/1

fn/vnfn/vn

f̄nmn/1

f̄nsn/0

/vn

f̄1m̄1/0 f̄1s̄1/1

f1/v1f1/v1

f̄1m1/1

f̄1s1/0

/v1

r̄(v ∨ u)

rv̄ū/m2rv̄ū/m1

r̄(v ∨ u)
∨rvu/s1 ∨rvu/s2

r̄v̄ū/

r(v̄u ∨ vū)/

r̄v̄ū/r̄v̄ū/

r(v̄u ∨ vū)/r(v̄u ∨ vū)/ r(v̄u ∨ vū)/

r̄v̄ū/

r̄(v ∨ u)
∨rvu/sn

r̄v̄ū/

r(v̄u ∨ vū)/

rv̄ū/

rv̄ū/mn

∨rvu/
r̄(v ∨ u) ē1 · · · ēn−1ene1ē2 · · · ēn/f1

ē1 · · · ēn/

/fn

CONTROLLER

Sn Mn

ERRn

S1 M1

ERR1

L0 L1 L2 Ln−1 Ln

F1 Fn

B

Figure 4: Complete system made of the tank, n sensors, and the fault hypothesis.
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r

v

u

(fi)1≤i≤n

TankController
Fault

hypothesis

state

(ei)1≤i≤n

(mi)1≤i≤n

(si)1≤i≤n

(vi)1≤i≤n

(ci)1≤i≤n

n Sensors

Figure 5: Controller interacting with the plant as in an open loop system.

the subsets of controllable, uncontrollable, normal,
and abnormal events; moreover, Σan ⊂ Σuc. With
respect to a marker set of states Qm (the objective
for the control), they define a recurrent event to
be such that Qm can be reached from its originating
state, either through controllable or other recurrent
events. Then, a fault event is an abnormal event
that does not prevent the system from reaching Qm,
otherwise it is a failure event. Their guideline is
that a fault is a malfunction while a failure is a to-
tal breakdown. Finally, a system is fault-tolerant

w.r.t. Qm if, when any abnormal event occurs dur-
ing the execution, either there must exist another
event sequence which can reach Qm, or the path to
this abnormal event can be eliminated. Any event
sequence, which consists of normal events or fault
events and which drives the initial state to Qm, is
called a tolerant fault event sequence (TFES)
if, for each normal event, all the possible events
following the corresponding states are either con-
trollable or other recurrent events. The set of all
TFES is then taken as the legal language K, which
is achievable by construction, i.e., both controllable
and observable. Finally, the plant is constructed as
the parallel composition of several finite state au-
tomata. The differences w.r.t. our own work is:

• their usage of a set of states as control objective
instead of invariance or reachability properties,
which are easier to use in practice, all the more
when in conjunction with a synchronous ob-
server;

• their usage of the basic parallel product instead
of the synchronous product: the latter limits
the combinatorial explosion, without avoiding

it entirely though;

• the absence of clear definition of their fault hy-
pothesis, while we model it as an LTS, which
is both more formal and more flexible;

• finally, our usage of a DCS software tool while
Cho and Lim do not mention such a tool.

Although they never mention DCS, the technique
proposed by Kulkarni and Arora in [15], and im-
proved by Kulkarni and Ebnenasir in [16], is very
close to our own work. It involves synthesizing au-
tomatically a fault tolerant program starting from
an initial fault intolerant program. In their model,
a program is a set of states, each state being a
valuation of the program’s variables, and a set of
transitions. Two execution models are considered:
the high atomicity model, where the program can
read and write any number of its variables in one
atomic step (i.e., it can make a transition from
any one state to any other state), and the low

atomicity model, where it can’t. The initial fault-
intolerant program ensures that its specification is
satisfied in the absence of faults, but no guaran-
tees are provided in the presence of faults. Then,
a fault is a subset of the set of transitions. The
authors consider three levels of fault tolerance:

• the failsafe ft: even in the presence of faults,
the synthesized program guarantees safety;

• the non-masking ft: even in the presence
of faults, the synthesized program recovers to
states from where its safety and liveness are
satisfied;

• and the masking ft: conjunction of the two
above mentioned levels.

`V
n

i=1
c̄i

´
∨

`V
n

i=1
ci

´
/

BAD

INIT

u

r

v
TankController

Fault
hypothesis

Observerstate

n Sensors

(vi)1≤i≤n

(si)1≤i≤n

(mi)1≤i≤n

(ei)1≤i≤n

(ci)1≤i≤n

(fi)1≤i≤n

(a) (b)

Figure 6: (a) Synchronous observer for the tank and sensors system; (b) Closed loop system.
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To address their two models of atomicity and
their three levels of fault tolerance, the authors pro-
pose a sound algorithm that is polynomial (resp.
exponential) in the state space of the source fault-
intolerant program. In the low atomicity model,
the transformation problem is NP-complete. Each
transformation involves recursively removing bad
transitions. This principle of program transforma-
tion implies that the initial fault-intolerant pro-
gram should be maximal (weakest invariant and
maximal non-determinism). As we can see, such
an automatic program transformation is very simi-
lar to DCS.

Based on the work of Kulkarni and Arora,
Gärtner and Jhumka propose a way to deal also
with non fusion closed traces [8]. A specification is
fusion closed iff the entire history of every trace is
present in every state of the trace (hence the next
state of the systems depends only on its current
state and on the inputs, i.e., not on the sequence of
previous events). The usual way to transform a non
fusion closed specification into a fusion closed one
involves adding history variables to the states,
in order to remember the sequence of past inputs.
However, in general this is exponential. The au-
thors propose a polynomial method, which involves
splitting fusion paths (here a new state is added),
and then removing the bad fusion states. If n is
the number of state of the initial non fusion closed
specification, then, at worst, the number of states
of the resulting fusion closed specification is O(n2).

Kamach et al. have applied DCS to a system with
several modes of operations [14]. Their approach
allows the user to specify, for instance, one nomi-

nal mode and one degraded mode for a subsys-
tem, and to switch this subsystem between those
two modes according to two uncontrollable events,
called commutation events. They present a case
study consisting of a small industrial pneumatic
production line, with two jack cylinders and one
pump. The horizontal jack cylinder has a degraded
mode, where it can no longer move. The commuta-
tion events associated to the horizontal jack cylin-
der are p (failure) and r (repair). This case study
has been implemented with the TCT tool of Ra-
madge and Wonham.

Another research area close to DCS is planning,
a technique that has emerged from artificial intel-
ligence. Results on the automatic generation of
fault-tolerant plans have been obtained by Jensen
et al. [13]. After defining the general problem of
finding a n-fault tolerant plan, the authors concen-
trate on 1-fault tolerant planning and present two
algorithms based on Ordered BBDs [4]. The main
limitation of their results is that they tolerate only
one fault, while our model can accommodate an

arbitrary number of faults.
Formal approaches to the design of fault-tolerant

systems have mostly considered the problem of for-

mal verification, in the context of process alge-
bra [20, 3, 2]. They verify that an existing, hand-
made design (replicas interaction control, voters,
etc) satisfies a certain equivalence with the nominal
functionality specification, even in case of faults.
What distinguishes these approaches from DCS is
the fact that fault tolerance properties are verified
a posteriori. In contrast, DCS approaches synthe-

size automatically a controller that will insure the
required fault tolerance properties by construction,
that is a priori [12].

6 Conclusion

After introducing discrete controller synthesis
(DCS) and its application to the automatic addi-
tion of fault tolerance in systems, we have presented
a novel approach to produce automatically systems
tolerant to value faults.

The plant is specified as the synchronous prod-
uct of several LTSs, with one LTS representing the
fault hypothesis, and that the synthesis objective is
specified as reachability and invariance predicates
on states. The great advantages of our approach
for fault tolerance are:

• It is automatic, because DCS produces auto-
matically a fault tolerant system from an ini-
tial fault intolerant one.

• The separation of concerns, because the
fault intolerant system can be designed in-
dependently from the fault tolerance require-
ments.

• The flexibility, because, once the system is
entirely modeled, it is easy to try several fault
hypotheses, several environment models, sev-
eral fault tolerance goals, and so on.

• The reliability, because, in case of positive re-
sult obtained by DCS, the specified fault toler-
ance properties are guaranteed by construction
on the controlled system.

If DCS fails w.r.t. the fault tolerance objective,
then since all the state space is traversed during
the synthesis (be it exhaustively or symbolically), it
means that no solution exists for the provided ob-
jective, fault hypothesis, environment model, and
partition of the events into the controllable and the
uncontrollable ones. The solution is then to relax
one of these constrains, for instance to tolerate less
failures.

The main drawback is the combinatorial ex-

plosion. This is a general drawback of DCS. Con-
cretely, for large systems, the state space is too big
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to be traversed by a synthesis tool in a reasonable
time. Our opinion is that DCS is today at the same
level as model checking was 15 years ago, that is,
it is a promising technique, but of a limited us-
age due to its algorithmic complexity. Regarding
the results we have presented in this article, two
points can be improved w.r.t. scalability; on the
one hand the translation from Mode Automata (our
language to specify LTSs) into Z/3Z (the input for-
mat of Sigali) and on the other the symbolic state
space traversal by Sigali, currently performed with
TDDs, the ternary equivalent of BDDs, but alas
less efficient. Also, we would like to combine our
results with abstract interpretation [6], in order to
treat numerical values systems, that is systems hav-
ing value faults. Tools that implement efficiently
abstract interpretation on LTSs exist, for instance
NBAC [11].
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